SKYLINES Study Material

Section 6: Infrastructure Strategy
Preparation Course for Exam AZ-301
Microsoft Azure Architect Design

Design an infrastructure strategy (15-20%)

Design a Storage Strategy

Design a storage provisioning strategy; design storage access strategy; identify storage
requirements; recommend a storage solution and storage management tools

Introduction to Azure Storage

Deciding when to use Azure Blobs, Azure Files, or Azure Disks

What is Azure Blob storage!?

Introduction to Azure Data Lake Storage Gen2

Azure Storage Overview pricing

Azure Storage Client Tools

Design a Compute Strategy

Design compute provisioning and secure compute strategies; determine appropriate compute
technologies (e.g., virtual machines, functions, service fabric, container instances, etc.); design an
Azure HPC environment; identify compute requirements; recommend management tools for
compute

Overview of Azure compute options

Decision tree for Azure compute services

Criteria for choosing an Azure compute service

High Performance Computing (HPC) on Azure

What is Azure Batch?

Overview of Azure compute options

Use infrastructure automation tools with virtual machines in Azure

How to monitor virtual machines in Azure
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https://www.microsoft.com/en-us/learning/exam-az-301.aspx
https://www.microsoft.com/en-us/learning/exam-az-301.aspx
https://docs.microsoft.com/en-us/azure/storage/common/storage-introduction
https://docs.microsoft.com/en-us/azure/storage/common/storage-decide-blobs-files-disks
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blobs-overview
https://docs.microsoft.com/en-us/azure/storage/blobs/data-lake-storage-introduction
https://azure.microsoft.com/en-us/pricing/details/storage/
https://docs.microsoft.com/en-us/azure/storage/common/storage-explorers
https://docs.microsoft.com/en-us/azure/architecture/guide/technology-choices/compute-overview
https://docs.microsoft.com/en-us/azure/architecture/guide/technology-choices/compute-decision-tree
https://docs.microsoft.com/en-us/azure/architecture/guide/technology-choices/compute-comparison
https://docs.microsoft.com/en-us/azure/architecture/topics/high-performance-computing/
https://docs.microsoft.com/en-us/azure/batch/batch-technical-overview?context=/azure/architecture/topics/high-performance-computing/context/hpc-context
https://docs.microsoft.com/en-us/azure/batch/batch-technical-overview?context=/azure/architecture/topics/high-performance-computing/context/hpc-context
https://docs.microsoft.com/en-us/azure/architecture/guide/technology-choices/compute-overview
https://docs.microsoft.com/en-us/azure/architecture/guide/technology-choices/compute-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/infrastructure-automation
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/monitor

SKYLINES Study Material

Design a Networking Strategy

Design network provisioning and network security strategies; determine appropriate network
connectivity technologies; identify networking requirements; recommend network management
tools

e Azure network security overview

e Security sroups

e Virtual Network Service Endpoints

o Configure VPN gateway transit for virtual network peering

e Azure best practices for network security

e Plan virtual networks

e What is Azure Network Watcher?

Design a Monitoring Strategy for Infrastructure
Design for alert notifications; design an alert and metrics strategy

e Azure Monitor overview

e Overview of alerts in Microsoft Azure

e Understand how metric alerts work in Azure Monitor
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https://docs.microsoft.com/en-us/azure/security/security-network-overview
https://docs.microsoft.com/en-us/azure/virtual-network/security-overview
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-service-endpoints-overview
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-peering-gateway-transit?toc=%2fazure%2fvirtual-network%2ftoc.json
https://docs.microsoft.com/en-us/azure/security/azure-security-network-security-best-practices
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-vnet-plan-design-arm
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview
https://docs.microsoft.com/en-us/azure/azure-monitor/overview
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-overview
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-metric-overview

