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Study Material 

 

Section 3: Understand Security, Privacy, Compliance, and Trust 

Study Material for Exam AZ-900 

Azure Fundamentals 

 

Understand Security, Privacy, Compliance, and Trust (25-30%)  

 

Below you will find helpful links to Microsoft docs and blogs which will enhance your learning 

and understanding around the AZ-900 topics covered. The topics align with subjects found in 

each module of the Skylines Academy AZ-900 course as well as the Microsoft Skills Measured 

Curriculum. 

Understand securing network connectivity in Azure 

• Network Security Groups with Azure Site Recovery  

• Azure Network Security Groups (NSG) – Best Practices and Lessons Learned  

• Azure network security overview  

• Azure network security Overview 

• Azure Network Security  

• The virtual datacenter: A network perspective 

• Azure Firewall  

• What is Azure Firewall?  

• Azure DDoS Protection Standard overview  

• Azure DDoS Protection  

• Security services and technologies available on Azure  

 

Describe core Azure Identity services 

• Authentication vs. authorization 

• What is Azure Active Directory?  

• What is Windows Azure Active Directory?  

• Windows Azure Multi-Factor Authentication  

• Frequently asked questions about Azure Multi-Factor Authentication  

https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE3VwUY
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE3VwUY
https://courses.skylinesacademy.com/p/ms-900/
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE3VwUY
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE3VwUY
https://docs.microsoft.com/en-us/azure/site-recovery/concepts-network-security-group-with-site-recovery
https://blogs.msdn.microsoft.com/igorpag/2016/05/14/azure-network-security-groups-nsg-best-practices-and-lessons-learned/
https://docs.microsoft.com/en-us/azure/security/security-network-overview
https://docs.microsoft.com/en-us/azure/security/fundamentals/network-overview
https://docs.microsoft.com/en-us/azure/security/fundamentals/network-overview
https://azure.microsoft.com/en-ca/blog/azure-network-security/
The%20virtual%20datacenter:%20A%20network%20perspective
https://azure.microsoft.com/en-ca/services/azure-firewall/
https://docs.microsoft.com/en-us/azure/firewall/overview
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/en-ca/services/ddos-protection/
https://docs.microsoft.com/en-us/azure/security/azure-security-services-technologies
https://docs.microsoft.com/en-us/azure/active-directory/develop/authentication-vs-authorization
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis
https://azure.microsoft.com/en-ca/resources/videos/what-is-active-directory/
https://azure.microsoft.com/en-ca/resources/videos/windows-azure-multi-factor-authentication/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication-faq
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• How it works: Azure Multi-Factor Authentication  

 

Describe security tools and features of Azure 

• Security services and technologies available on Azure  

• Introduction to Azure security 

• FAQ - General questions about Azure Security Center 

• Use Azure Security Center recommendations to enhance security  

• What is Azure Security Center?  

• Key Vault  

• Azure Key Vault basic concepts 

• About Azure Key Vault 

• About keys, secrets, and certificates  

• What is Azure Information Protection?  

• Azure Information Protection  

• What is Azure Advanced Threat Protection?  

• Azure Advanced Threat Protection  

• Azure ATP frequently asked questions  

 

Describe Azure governance methodologies 

• Azure governance documentation 

• Azure governance  

• What is Azure Governance?  

• Azure Policy  

• What is Azure Policy? 

• What is Azure role-based access control (Azure RBAC)? 

• Lock resources to prevent unexpected changes  

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-howitworks
https://docs.microsoft.com/en-us/azure/security/azure-security-services-technologies
https://docs.microsoft.com/en-us/azure/security/fundamentals/overview
https://docs.microsoft.com/en-us/azure/security-center/faq-general
https://docs.microsoft.com/en-us/azure/security-center/security-center-using-recommendations
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://azure.microsoft.com/en-ca/services/key-vault/
https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.microsoft.com/en-us/azure/key-vault/general/overview
https://docs.microsoft.com/en-us/azure/key-vault/general/overview
https://docs.microsoft.com/en-us/azure/key-vault/about-keys-secrets-and-certificates
https://docs.microsoft.com/en-us/azure/information-protection/what-is-information-protection
https://azure.microsoft.com/en-ca/services/information-protection/
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/what-is-atp
https://azure.microsoft.com/en-ca/features/azure-advanced-threat-protection/
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-technical-faq
https://docs.microsoft.com/en-us/azure/governance/
https://azure.microsoft.com/en-ca/solutions/governance/
https://azure.microsoft.com/en-ca/resources/videos/azure-adoption-guide-what-is-azure-governance/
https://azure.microsoft.com/en-ca/services/azure-policy/
https://docs.microsoft.com/en-us/azure/governance/policy/overview
https://docs.microsoft.com/en-us/azure/role-based-access-control/overview
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources
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• Management Locks  

• Azure Advisor  

• Make resources more secure with Azure Advisory 

• Managing security recommendations in Azure Security Center  

 

Understand monitoring and reporting options in Azure 

• Monitoring and reporting in Azure  

• Azure Monitor overview  

• Azure Monitor  

• Visualizing data from Azure Monitor  

• Get Started with Azure Monitor  

• Azure Service Health  

• Azure status  

• Service Health overview 

• Announcing Azure Advisor, Monitor, and resource health general availability  

 

Understand privacy, compliance and data protection standards in Azure 

• GDPR simplified: A guide for your small business  

• Microsoft Privacy Statement  

• Privacy at Microsoft  

• Change History for Microsoft Privacy Statement  

• Microsoft Trust Center  

• Service Trust Portal  

• Get started with the Microsoft Service Trust Portal  

• Announcing Compliance Manager general availability  

• Microsoft Compliance Manager 

https://docs.microsoft.com/en-us/rest/api/resources/managementlocks
https://azure.microsoft.com/en-ca/services/advisor/
https://docs.microsoft.com/en-us/azure/advisor/advisor-security-recommendations
https://docs.microsoft.com/en-us/azure/security-center/security-center-recommendations
https://docs.microsoft.com/en-us/azure/portal-docs/playbooks/azure-readiness/monitoring-reporting?tabs=AzureMonitor
https://docs.microsoft.com/en-us/azure/azure-monitor/overview
https://azure.microsoft.com/en-ca/services/monitor/
https://docs.microsoft.com/en-us/azure/azure-monitor/visualizations
https://azure.microsoft.com/en-us/resources/videos/get-started-with-azure-monitor/
https://azure.microsoft.com/en-ca/features/service-health/
https://azure.microsoft.com/en-ca/status/
https://docs.microsoft.com/en-us/azure/service-health/service-health-overview
https://azure.microsoft.com/en-ca/blog/announcing-azure-advisor-azure-monitor-and-resource-health/
https://docs.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/gdpr-compliance?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/gdpr-compliance?view=o365-worldwide
https://privacy.microsoft.com/en-ca/privacystatement
https://privacy.microsoft.com/en-US/
https://privacy.microsoft.com/en-us/updates
https://docs.microsoft.com/en-us/azure/security/security-microsoft-trust-center
https://servicetrust.microsoft.com/
https://docs.microsoft.com/en-us/office365/securitycompliance/get-started-with-service-trust-portal?redirectSourcePath=%252farticle%252ff30e2353-0bd6-41ed-8347-eea1fb8d2662
https://techcommunity.microsoft.com/t5/Security-Privacy-and-Compliance/Announcing-Compliance-Manager-general-availability/ba-p/161922
https://docs.microsoft.com/en-us/microsoft-365/compliance/meet-data-protection-and-regulatory-reqs-using-microsoft-cloud?view=o365-worldwide
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• Azure compliance  

• Available services in Azure Government  

• Azure Government  

• Azure for government  

• What is Azure Government?  

• What is Azure Government?  

• Microsoft Azure China 

• Microsoft Azure operated by 21Vianet 

 

https://azure.microsoft.com/en-ca/overview/trusted-cloud/compliance/
https://docs.microsoft.com/en-us/azure/azure-government/documentation-government-services
https://azure.microsoft.com/en-ca/global-infrastructure/government/
https://azure.microsoft.com/en-ca/industries/government/
https://docs.microsoft.com/en-us/azure/azure-government/documentation-government-welcome
https://docs.microsoft.com/en-us/learn/modules/intro-to-azure-government/2-what-is-azure-government
https://azure.microsoft.com/en-us/global-infrastructure/china/
https://docs.microsoft.com/en-us/azure/china/overview-operations

